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Speaker Intro:

Half & Half: 1969-1991: Taiwan. Afterwards: USA.
Ex-Googler since 2014.

o

o

Went to Stanford for PhD, after receiving BS from NTU.
Left Google now, after receiving Google Founders’ award.

Recent impacts:

o  3blockchains: One was described in “Personalized Difficulty Adjustment for Countering the
Double-Spending Attack in Proof-of-Work Consensus Protocols,” published in IEEE Blockchain conference
2018 (15% acceptance rate). Second was presented in an invited Google Tech talk on YouTube. The last one
is tangerine.

o  Creator of smart explorer (Google’s machine-learning based data-center optimizer): Published in IEEE
Supercomputing (SC).

o  Android tech lead on low-level Virtual Machine & Toolchains

o  Creator of RenderScript frontend & backend, linking loader.

o  Open-source leadership: MCLinker co-founder and committer, LLVM committer, and SUIF committer. The
Android code above has been open-sourced.

o  Global citizenship: Solve world-class problems. Contribute to open source.

Publication:
o Author of ~75 papers and 25 patents.
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Outline of the Talk

e Digital transformation (DX)

e Dataanalytics

e Single-variable model (B E1&E) (k&
RE)

e Multi-variable model (&R (ZEERRERRAINHHFERE)

e Who are good customers?

e FinTech ABCD
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Digital Transformation (DX): S %4

Definition: Using digital tools to boost:

o I (efficiency) and
o iKEE (effectiveness);

*F
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Definition in Chinese: FAE{IT B, BEXHEK
emphasizing:

e Customer-oriented (LI& AH)
e System integration (&)
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DX in real world:

e Especially after the COVID-19 outbreak, business is going digital,
internet, agile and speedy. DX embodies itself in:
o #EEHENEAEEIE (Operation & Production management)
o {TH#EAZEFX (Sales & Marketing)
o FEiAFEHE (Information Technology)

o EIFFEFEE (Innovation & R&D)
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3 Steps in Digital Transformation (DX)

3 Steps: FrEEE = ERHH:

1. B{I1E (Digitize)
o E.g., call B KE[X (Taxi hotline)

2. BIfE1t (Al optimizations)
o E.g., Taxi route optimization

3. EfIEEA (Digital transformation)
o E.g., Uber replacing taxi.



Outline of the Talk

e Digital transformation (DX)

e Dataanalytics

e Single-variable model (B E1&E) (k&
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“Putting-it-all-together”, Real Case:
Sales/Demand Forecasting for 9007



Data Analytics - Overview

Demand for 9007
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Data Analytics: —B&Z %" First-order difference equation
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Data Analytics: 8% %581 Seasonal Analysis
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Data Analytics: ZE811% 98T Seasonal Analysis

o EMHEFREMMIEARM, EMREFERIE

HEA 1R 2L HDPE film HDPE inj HDPE blow HDPE yarn
[CFREPE] [CFREPE] [CFREPE] [CFRAEH]
(USD/MT) (USD/MT) (USD/MT) (RMB/MT)

EXR= 0.181136 0.073959 0.195248 0.054707




BREEY (REBFAEER, R%@ﬁljnﬂﬁq%ﬂ?;)

Moving Average Approach (3MA)
Econometric Approach (ARIMA)
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Moving Average Approach - SMA
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Moving Average Approach - nMA
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Moving Average Approach-7MA 2 BB & ER

5% 7MA% 500,000

Demand Distribution
__;E‘ PlDemiani's 4 Y= - SEMAEERA
2
: - BRI
BL‘L‘,Z,,ded BlEA v BEEESS
The critical fractile 1s the probability that demand 1s P=G/(G+L)

less than or equal to the optimal stocking level

Q =500,000 + 97,484 * how
many sigmas



ARIMA$EE! (Autoregressive Integrated Moving
Average model)
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Stationary Time Series
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Augmented Dickey-Fuller (ADF) test
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ShIREI RS B ACF, PACF

B f8R8{% 24 (AutoCorrelation Function, ACF)
BT [B— 51 7E 7 B B 1 0 S0E 2 e B0 B B 14

Cov(y,,Y;—_
ACE (k) = pr = vii(.i)k)

#EA-1, 1]
{7 B 48 F8{% 2% (Partial AutoCorrelation Function, PACF)
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FHIR B B ACF, PACF
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?ﬂﬁﬂﬂ‘lﬁﬁ: AIC

AIC (Akaike Information Criterion, AIC)
AIC =2xk—2xIn(L) k : fHEAY S

n : BAREE

AR E LT, WL EERAICE/DEYF L. pizrgs
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BERRE (Residual)
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Putting it altogether: Fi &
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ZREREY (FEEMEREANENERE)

o RegreSSiOI’] ApprOaCh < -— Linear regression
-
=P G%%?Lasso
(LaSSO/Ridge) Irr?:sr:j/%ﬂsg;tion set

e Machine Learning Approach _ o

(XGBoost)
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Regression to Ridge / LASSO

Linear Regression
Bx/IMEERZE-->TA] 8Rover fitting

f#:%:L1/ L2 Regularization

LASSO (L1)
EmEFEURDIREIBE
Ridge (L2)

TR REREEHE

W

Underfitting

Desired Overfitting
L1 Regularization
N M M
Cost = z(}’i - injo)z "‘AZ [Wjl
i=0 j=0 j=0

L2 Regularization

N M M
Cost = Z(}’i - Z XUVVJ’)Z +AZ VV]Z
=0 =

Loss function Regularization
Term



Li1vs. L2

https://www.youtube.com/watch?v=TmzzQo0O8mr4



https://www.youtube.com/watch?v=TmzzQoO8mr4

17[81;812016-2020
Approach/RMSE | Test Set {8 E3FEMHWARILE 7R
3MA 182,549 5
7TMA 159,966 1 :
Ridge 174,618 3 -
LASSO 176,574 4 ‘

XGBoost 181,464 5



FROM DATA TO INSIGHT
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FROM DATA TO INSIGHT
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FROM DATA TO INSIGHT
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Who are good customers? Customer Clustering
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Amount
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Key: Asking the next set of questions:

1. WE=ZERERET, BEixeREEEETKR=E

2. FaTiGHREEREERKZEZE

i

3. EENERBMWEARER. mE)?



Recap

e Dataanalytics

o ERERE (REEEMER REEANHWERE)

o Moving Average Approach (3MA)
o Econometric Approach (ARIMA)

o ZRERAY (BFREBEREINHNFRE)

o Regression Approach (Lasso/Ridge)

o Machine Learning Approach (SVR)
e Who are good customers?

o Customer Clustering
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Outline of the Talk

e Digital transformation (DX)

e Data analytics

e Single-variable model (B S &1 (REEEHK
RE)

e Multi-variable model (&R (ZEERRERRAINHHFERE)

e Who are good customers?

e FinTech ABCD
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_ &% = ABCD [Deloitte 20171,
where
A = Al, B = Blockchain, C=Cloud, D =
Data

Prof. EEil4&, National Taiwan University
liao@csie.ntu.edu.tw
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https://www.middlebury.edu/institute/people/moyara-ruehsen

Middlebury Institute of International Studies / People

Moyara Ruehsen

Associate Professor, Financial Crime Intelligence

DEGREES

Professor Moyara Ruehsen oversees the Financial Crime Management program, which offers a

specialization for master’s degree candidates as well as a stand-alone certificate for mid-career
professionals. She has published articles and book chapters on a variety of topics related to
threat finance and is a Certified Anti-Money Laundering Specialist and a Certified Financial
Crime Specialist. Professor Ruehsen teaches financial crime-related courses on a variety of
topics including money laundering, trade-based financial crime, corruption, proliferation
financing, terrorist financing and cyber-enabled financial crime.

Before coming to MIIS, Professor Ruehsen received three graduate degrees from Johns Hopkins
University, and spent a post-doc year at the University of California, Berkeley, to study
international organized crime.Her regional areas of interest include South Asia, Southeast Asia
and the Middle East, where she spent a year as a Fulbright scholar.

Professor Ruehsen also consults for the U.S. government, multilateral organizations and the

private sector.She served for several years on the Editorial Advisory Board of Money
Laundering Alert, and the Middle East Task Force of ACAMS (Association of Certified Anti-Money

Laundering Specialists).



Virtual
Asset
RegTech

https://www.youtube.com/watch?v=0rsOLJ1RmgA



https://www.youtube.com/watch?v=0rsOLJ1RmqA

Extension: @ @ & KESHERPE BiHE, MHS, MEE, KEHG, TR
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https://www.ntuspecs.ntu.edu.tw/specs/TC/classStudyListContent.aspx?id=1693&Chk=af288a16-aff5-4e50-a42b-29787bb2c1c7&cid=22&cchk=

Next: Fintech ABCD, Vision, Challenges

e Fintech (F) = ABCD: Al, Blockchain, Cloud, Data [Deloitte 2017]:
o BAEmMEIR4ENHE: BUBUHER (F), =% (CD), 8% (A), B% (B): #£4MR
o Example: This class in October: Hit&EE £/ (WoFi) BIE1£3 % (Quantitative Trading) tb &
i. WoFiis our VISION: World Financial Inclusion (WoFi). See next 11 slides.
e Fintech’s 4 Challenges
o Bt — EAIEIE — B{ZE R : Challenging. Sol. Must understand A&
o Fintech #8818 : Social Science vs. Science/Engineering Schools even biology!
i EMATRERS EE; BEATEER, Z#. Even worse, cultures are different:
ii. Social science is physics envy: Many hypotheses such as EMH, AMH, ...
iii. Worst: Unknown unknowns — S B&iR K instead of Bk R fE - BEE.
iv. Summary: Those quotients can be orthogonal: 1Q, EQ (AQ), SQ, FQ. Need to be %,
o KRZEFQIK: Sol. This class will boost your FQ (Finance Quotient), which requires both IQ and EQ
(AQ)!

o Traditional finance doesn’t want to be disrupted: #N{a[#H Fintech & & ?



Despite challenges above,
Fintech thrives (S al#§):

This class is about “Sexual Enlightenment” in finance

VISION: World Financial Inclusion (WoFi)



After COVID-19
lockdown,
finally, Software

Freedom Day,
2020/9/19:

Keynote speech:
“~35 years ago
when | was at

NTU, RMS totally
enlightened me.
Today it's my turn
to enlighten you
about Finance
Liberation in
digital society.

It's time.”




Richard Stallman (RMS) @ MIT (1953 -):
Liberating software leads the road to freedom

“When you buy a house, you won'’t tolerate having to ask a tyrant for permission to fix something in the
house. He can screw you any time.” How about software?
RMS established GNU project in 1983
RMS established FSF (Free Software Foundation), aka Foundation for Software Freedom
o Free as in liber, not free as in beer or in “free food alert.”
~40 years later, now you have Linux, Android phones everywhere, and GCC, thanking to RMS.
Now it's about time to liberating finance!
o Liberating finance (a.k.a. WoFi, Z{t& EH & &) is a key milestone in digital society freedom.
o Just like sex liberation is a key milestone in traditional society freedom.
n BEFRBHEEMAYDRE (Right of the lord)
m Justlike: “sEE” (a single bank) should not monopolize the money in the digital society.

m Fintech: Using software (technology) to liberate finance in digital society.



SHEH o B XR FBR: WoFi: BE + =& + Optional BEITRA

source: Johnny Wang @ star bit



Decentralized Financial Applications and Services
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Just like “#HE": B/ IDRE won't work: Sex will not be controlled by lords forever
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Freedom or Death:

A Monetary History
of the
United States
1867-1960

MILTON FRIEDMAN
ANNA JACOBSON SCHWARTZ

A STUDY BY THE
NATIONAL BUREAU OF ECONOMIC RESEARCH, NEW YORK

e ——t————
PUBLISHED BY
PRINCETON UNIVERSITY PRESS, PRINCETON

1963

“GIVE ME LIBERYY, OR CIVE ME DEATH "
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Back-to-First-Principle: &4 |- BfE. First:
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Many Students Dislike Fatcat:
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Total Value Locked (USD) Total Value Locked (USD) in DeFi

$9.27B

TVL (USD) | ETH | BTC All | 1Year | 20 Day | 30 Day

$10B

$8B

Uniswap Dominance

19.13%

POOL OWNER DATA | MONEY FLOWS | DAPP USER

@&E B@&S& @Aﬁ& COUNTS | ARBITRAGE TRANSACTIONS | DEFI

_ INTEREST RATES | AMM TRADE HISTORIES | FAST
1000 Free Credits per MONTH! GAS PRICES | TOTAL VALUE LOCKED | DAPP

DEFI .
PULSE Name Chain Category Locked (USD) ¥

Uniswap Ethereum DEXes $1.778B

Maker Ethereum Lending $1.57B

Aave Ethereum Lending $1.478B

Curve Finance Ethereum DEXes $1.198

yearn. finance Ethereum Assets $952.9M

Synthetix Ethereum Derivatives $862.9M



Next: Fintech ABCD, Vision, Challenges

e Fintech (F) = ABCD: Al, Blockchain, Cloud, Data [Deloitte 2017]:
o BARERMERAEE: BUBRHER (F), &% (CD), 8% (A), 1% (B)
o Example: This class in October: ZtHEEEF (WoFi) BI£1E3 5 (Quantitative Trading) L&
i. WoFiis our VISION: World Financial Inclusion (WoFi). See next 11 slides.
e Fintech’s 4 Challenges
o Bt — ELIEIE — B{LE R : Challenging. Sol. Must understand & &!
o Fintech F&fE18: Social Science vs. Science/Engineering Schools even biology!
i EMATRERS EE; BEATEER, Z#. Even worse, cultures are different:
ii. Social science is physics envy: Many hypotheses such as EMH, AMH, ...
iii. Worst: Unknown unknowns — S B&iR K instead of Bk R fE - BEE.
iv. Summary: Those quotients can be orthogonal: 1Q, EQ (AQ), SQ, FQ. Need to be %,
o KRZEFQIK: Sol. This class will boost your FQ (Finance Quotient), which requires both IQ and EQ
(AQ)!

o Traditional finance doesn’t want to be disrupted: 20{a[#£HH Fintech &= F&?
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Adaptive Markets: 1Q, FQ, SQ
Intelligence, Finance, Sex Quotients
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Efficient Market vs. Behaviorist

e Efficient Market Hypothesis (EMH): Eugene Fama @1970
e Behaviorist:
o MWHERAHXIE?

m Driven by animal spirit (fear & greed)
People behave irrationally.
Traditional finance framework is flawed
Not wrong, but incomplete (physics envy)
Stable environment = stable financial policies (EMH)
Dynamic environment = dynamic financial policies (AMH)
The current environment is highly dynamic
We must adapt to changing market conditions
“It's the economy, stupid” — “It's the environment, stupid”

0O O O O O O O O

e Adaptive Markets Hypothesis is a framework for post-COVID financial market
dynamics



EMH vs. AMH (Adaptive Markets Hypothesis)

“Nothing makes sense in biology except in the light of evolution,” Dobzhansky
(1973)

“Nothing makes sense in the financial industry except in the light of the Adaptive
Markets Hypothesis,” Lo (2017)

Individuals act in their own self-interest
Individuals make mistakes (“satisfice”)
Individuals learn and adapt (heuristics)
Competition drives adaptation and innovation
Evolution determines market dynamics

apkhowbd-~



A New Finance Paradigm is Emerging:

Adaptive Markets

Long/short strategies (EMH: Long-only constraints)

Diversify across more asset classes and strategies

Passive transparent indexes (EMH: Market-cap-weighted indexes)

Manage risk via active volatility scaling algorithms

o (EMH: via asset allocation)

Alphas = multiple betas

Markets are adaptive vs. Markets are efficient

o “In the long run we’re all dead,” but make sure the short run
doesn’t kill you first

o COVID-19 era: Build Kfi



EMH Relies on Wisdom of Crowds
(Independent Crowds!)




Cumulative Return

FQ: What do you want?
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Cumulative Return

$35

$30 -

$25

$20

$15

$10

$5 -

$0

FQ: What do you want?

Sharpe Ratio =

E[R] — Rf

SDI[R]



Fairfield Sentry Fund: “EfT%” after 2008

® Black: Fairfield Sentry is a feeder fund to Bernard Madoff

o Bernieisserving 150-year sentence
o HIEES
i. Sharpe Ratio = 2.98: Is it too good to be true?

e Blue: Pfizer
e Red: Composite index fund




What Do Investors Fear?

Urn A contains 100 balls:
= 50red, 50 black
= Pjck a color, then draw a ball

= |f you draw your color, $10,000 prize
= Which color would you prefer?

= How much would you pay to play?



What Do Investors Fear?

Urn B contains 100 balls:
Unknown proportion of black and/or red balls Unknown

Pick a color, then draw a ball

If you draw your color, $10,000 prize
Which color would you prefer?

How much would you pay to play?

The

Unknowns



Wlsdom of Crowd vs. Madness of Mobs
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The Neuroscience of Fear

The Amygdala and “Fight or Flight”
" |ncreased breathing, heart rate, blood pressure

= Constriction of blood vessels to certain body parts, XF
including reduced blood flow to prefrontal cortex

= Dilation of blood vessels to muscles, pupils

= Release of nutrients (fat, glucose); slowed digestion
= Reduced hearing, tunnel vision, accelerated reflexes
= |nhibited hunger and sex drive



Bk X fE vs. The Relaxation Response

o To counteract “Fight or Flight Response”, Benson (1975) proposes
TM (Transcendental Meditation)
o Repetition of word or phrase; mantra; focus on breath; let go of
other thoughts
o See http://www.massgeneral.org/bhi/basics/rr.aspx
e Mindfulness:
o EZRE
e Stress reduction
o Exercise, yoga, extra sleep, comedy, reduce caffeine, declutter
your home, etc.


http://www.massgeneral.org/bhi/basics/rr.aspx

T ™

UPDATED AND EXPANDED  * 1
<,

the
%elaxatlon

esponse

by Herbert Benson, M.D.




. = Yoga
How To Deal With Bl

= Mindfulness

/: BENSON-HENRY
INSTITUT E FrorMNDBODY MEDICINE AT MASSACHUSETTS GENERAL HOSPITAL

ducktio Will you commit to 15
Search PubMed minutes a day to one
of these activities?

Advanced

Randomized Controlled Trial > Neurology, 87 (8), 806-14 2016 Aug 23

Mind-body Therapy via Videoconferencing in
Patients With Neurofibromatosis: An RCT o

Ana-Maria Vranceanu ', Eric Riklin 2, Vanessa L Merker 2, Eric A Macklin 2, Elyse R Park 2, Scott R
Plotkin 2

Affiliations + expand
PMID: 27449066 DOI: 10.1212/WNL.0000000000003005




But What About Coordinated Fear??




Nightmarish unknown
unknowns
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Behaviorists win (Not EMH): :
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Next: Fintech ABCD, Vision, Challenges

e Fintech (F) = ABCD: Al, Blockchain, Cloud, Data [Deloitte 2017]:
o BAEmMEIR4ENHE: BUBUHER (F), =% (CD), 8% (A), B% (B): #£4MR
o Example: This class in October: ZtHEEEF (WoFi) BI£1E3 5 (Quantitative Trading) L&
i. WoFiis our VISION: World Financial Inclusion (WoFi). See next 11 slides.
e Fintech’s 4 Challenges
o Bt — EAIEIE — B{ZE R : Challenging. Sol. Must understand A&
o Fintech #8818 : Social Science vs. Science/Engineering Schools even biology!
i EMATRERS EE; BEATEER, Z#. Even worse, cultures are different:
ii. Social science is physics envy: Many hypotheses such as EMH, AMH, ...
iii. Worst: Unknown unknowns — S B&iR K instead of Bk R fE - BEE.
iv. Summary: Those quotients can be orthogonal: 1Q, EQ (AQ), SQ, FQ. Need to be EZ%&,
o KRZEFQIK: Sol. This class will boost your FQ (Finance Quotient), which requires both IQ and EQ
(AQ)!

o Traditional finance doesn’t want to be disrupted: #N{a[#H Fintech & & ?



Adaptive Markets: 1Q, FQ, SQ
Intelligence, Finance, Sex Quotients
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RE

Use ARE=FE R B2
o Automate the iR3K:#%E with programs: Program Trading
Not {E[& R RBFE (Bk R FE) .

In the near future, program trading won’t be 100% replacing human.
o Hybrid mode: Al-as-assistant
m Before each final decision, we have run through many many strategies: Program Trading
m But the final decision may still be gut feeling (k1< f&) for a few seconds.
VS.
o 100% Al mode:

m Program trading instead of human.

Note: Program trading: No guarantee for making more $. But £ %= (relieve your body from gk &

[y7 =R N B —ud [/ - RS Y R I - B d = N



Agenda Today: Fintech ABCD, Vision, Challenges

e Fintech (F) = ABCD: Al, Blockchain, Cloud, Data [Deloitte 2017]:
o ARETEMERAEH: HUBENHEER (F), BF (CD), 8% (A), BE (B): £4F95R above
o Example: This class in October: ZttEL HER/ (WoFi) BIZ1E3X 5 (Quantitative Trading) tE&E
i. WoFiis our VISION: World Financial Inclusion (WoFi). See next 11 slides.
e Fintech’s 4 Challenges
o Bk — BBt — BAIERE: Challenging. Sol. Must understand A& !
o Fintech #%818: Social Science vs. Science/Engineering Schools even biology!
i ERATNERR, EZE BBRATREEH, EE. Even worse, cultures are different:
ii. Social science is physics envy: Many hypotheses such as EMH, AMH, ...
iii. Worst: Unknown unknowns — & B&iR K instead of Btk R fE — BEE,
iv. Summary: Those quotients can be orthogonal: IQ, EQ (AQ), SQ, FQ. Need to be E%&.,
o KXZFEFQIE: Sol. This class will boost your FQ (Finance Quotient), which requires both IQ and EQ (AQ)!
o Traditional finance doesn’t want to be disrupted: 3n{a[#tH Fintech &= & ?
e Tools: Adaptive market, technical analysis, quants, program trading in Python, private key & cryptography, Blockchain,

Smart contract, Al, Data analytics, DeFi. Arbitrage



Outline of the Talk

e Digital transformation (DX)

e Data analytics

e Single-variable model (BB S1&EH!) (k&
RE)

e Multi-variable model (Z# &R &) (ZREHREAZRRAInHHFEKE)

e Who are good customers?

e FinTech ABCD
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e Howitworksinreal world?



KEIBRESE with Visualization
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Virtual
Asset
RegTech

Best Example of FinTech ABCD in 20 minutes:

Bitcoin Tracing: R FRIEEHER, B E

, AT, Sk
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Market Cap

$300B

§200B

100 B
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2014
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2019

2020
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Motivation

Cryptocurrencies are prevalent in recent years as they become more and more valuable.
Bitcoin is the pioneer and is the most representative one.

e Activities - payment, investment, gambling, money laundering, etc.
e Identification - pseudo-anonymous.

We aim to identify the usage of given addresses.



Related Work

There are several publications that aimed at Bitcoin network analysis:

Transaction flow
Address clustering
Graph pattern
Unsupervised learning
Supervised learning



Decentralized, immutable, secure, trust machine
Proof-of-Work consensus algorithm

Private key, public key, and address

User, miner, and full node

Transaction -> block -> blockchain

Formed of a lot of transactions

Bitcoin Network

Transaction #2

Inputs Outputs

[ . ] | Alice's Address | 2.000 BTC |

| Transaction Fee l

Transaction #6

Inputs Outputs

> Alice’s Signature | 2.000 BTC | | Bob's Address | 2.500 BTC |

—)| Alice's Signature I 1.000 BTC | - I Alice's Address I0.495 BTC I

| Transaction Fee I 0.005 BTC |

Fig. 2: An example of Bitcoin transactions.



Parser

* Full node to retrieve block data
* Millions of transactions per day

* Up to 1000 to 10000 blocks per .dat

b1k00456.

b1k00471.

b1k00928.
b1k00929.
b1k00930.
b1k00931.
b1k00932.
b1k00933.
b1k00934.
b1k00935.
b1k00936.
b1k00937.
b1k00938.
b1k00939.
b1k00940.
b1k00941.
b1k00942.
b1k00943.

b1k01400.
blkeo1401.
b1k01402.
b1k01403.
b1k01404.
b1k01405.
b1k01406.
b1k01407.
b1k01408.
b1k01409.
b1k01410.
b1k01411.
b1k01412.
b1k01413.
b1k01414.

index

revo0456.
revoo457.
revo0458.
reveo459.
revo0460.
revo0461.
revo0462.
revo0463.
revo0464.
rev00465.
revo0466.
revoo467.
revo0468.
revo0469.
revoo470.
revoo471.

rev00928.
rev00929.
reve0930.
reve@931.
reve0932.
reve0933.
reve0934.
reve0935.
rev00936.
reve@937.
reve0938.
reve0939.
reve0940.
reve0941.
reve0942.
rev00943.

rev01400.
rev01401.
rev01402.
revo1403.
revo1404.
revo1405.
revo1406.
rev01407.
rev01408.
rev01409.
revo1410.
reve1411.
reve1412.
revo1413.
revo1414.
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Transaction History

Characterize an address or an entity by extracting features from its
transaction history, which is a set of transactions relevant to itself.



Bitcoin Transaction History

Received | | Received 49 BTC Received 40 BTC Received 65 BTC
1 BTC

#194101 #194157 #200373 #212272
(2012-08-15)  (2012-08-18) (2012-09-24) (2012-12-15)

#193967 #200000 #212118
(2012-08-15) (2012-09-22) (2012-12-13)
[ Spent 1 BTC ] [ Spent 49 BTC } Spent 40 BTC Spent 65 BTC

The transaction history of the address /5L23mjlTnFa9trXdpQ83iXrGzVd1byKUG.

Basically, there are received transaction, spent transaction, coinbase transaction, and payback transaction. Each
transaction is identified as only one of the four types exclusively.



Propose Method

Transaction History Summarization with four types of features:
Basic Statistics, Extra Statistics, Moments, and Deciles.

Transaction Machine
Address . Features .
History Learning

Collect all relevant Summarize Predict its category with a
transactions trained classifier
e Basic Statistics
e Extra Statistics
e Moments
e Deciles



Feature

Description

frx

T'received

T"coinbase

fspent ( 102)

f received( 102 )

T payback

N inputs

N outputs

The frequency of transactions, defined as number of all transactions per day
in the address/entity’s lifetime.

The ratio of received transactions to all transactions.

The ratio of coinbase transactions to all transactions.

The frequency of digit 2 in USD appeared in spent transactions, where ¢ €
(1073,1072,...,109).

The frequency of digit  in USD appeared in received transactions, where
i€ (1073,1072,.. ., 1075,

Payback ratio defined as the ratio of Bitcoin addresses that appear in both
inputs and outputs.
The mean value of the numbers of inputs in the spent transactions.

The mean value of the numbers of outputs in the spent transactions.

Basic Statistics
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Feature

Description

lifetime

BT Cspent
BT Creceived
USD spent

USD received

nrx

Nspent
Nreceived
Ncoinbase
TNpayback
Hbalance btc
Obalance_btc
Hbalance usd
Obalance usd

GN inputs
ON, outputs

The duration between the first transaction and the last transaction in terms
of days.

Total spent BTC.

Total received BTC.

Total spent USD, which are converted based on daily BTC/USD rates from
Coinmarketcap.com [2].

Total received USD, which are converted based on daily BTC/USD rates
from Coinmarketcap.com [2].

The number of transactions.

The number of spent transactions.

The number of received transactions.

The number of coinbase transactions.

The number of payback transactions.

The mean value of balance in BTC after each transaction.

The standard deviation of balance in BTC after each transaction.

The mean value of balance in USD after each transaction.

The standard deviation of balance in USD after each transaction.

The standard deviation of the numbers of inputs in the spent transactions.
The standard deviation of the numbers of outputs in the spent transactions.

Extra Statistics
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Feature Description
My el The moments of overall transaction distribution.
My spent The moments of spent transaction distribution.

My received
My coinbase
My payback

My interval

The moments of received transaction distribution.
The moments of coinbase transaction distribution.
The moments of payback transaction distribution.

The moments of transaction interval distribution.

Moments
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Feature Description

7 p— The n'" deciles of overall transaction distribution. n ranges from 1 to 9.
s st The n'"* deciles of spent transaction distribution. n ranges from 1 to 9.
Gssrovdived The n'" deciles of received transaction distribution. n ranges from 1 to 9.
Wi stiihione The n'" deciles of coinbase transaction distribution. n ranges from 1 to 9.
O payback The n'* deciles of payback transaction distribution. n ranges from 1 to 9.
7 The n'" deciles of transaction interval distribution. n ranges from 1 to 9.

Deciles

103



Transaction Moment

1). First moment mi = B[X]

2). Second moment

3). Third standardized moment

4). Fourth standardized moment

104



1). First moment

2). Second moment

3). Tma = E[(X — 1)?] ent

4H. 7T T Ty
X
M3:E[(—M3

o

Transaction Moment

TABLE 1
Moments.

Name

Meaning

15t moment
274 moment
3rd moment
4" moment

measure of location

measure of spread
measure of symmetry
measure of peakedness
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Parser

e Multi-purpose bitcoin address
* Mixer Service

* HYIP (High-Yield Investment Program)
_ * Gambling
_B:ﬁ;‘gy e Exchange Wallet
TR+ ¢ Market
EQ/ e Faucet
* Mining Pool
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You receive clean, untraceable

You make a deposit BestMixer.io mixes your coins soine




[ ]
?

Parser

Two types of mixer

/ I RSR
\I /'
s J- SN Mixer
N KA R
I N AT 6‘?

K]
A
e 2%
N2 7w
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Machine Learning Algorithms

Trained 8 classifiers using grid search cross validation:

Logistic Regression
Perceptron

Support Vector Machine
Adaboost-SAMME
Random Forest
XGBoost

LightGBM

Neural Network



Nees Unsupervised Analyzer

d
"' A g
”‘@5\-//’"\\

S@

* Network Representation Learning

* DeepWalk is one of NRL algorithm, random
neighborhood to N vectors

Lo
S 57 8833

110



Unsupervised Analyzer

 Social network analysis (SNA)
* Girvan-Newman algorithm
* Node2vec algorithm

111



Unsupervised Analyzer

» 2015/12/25, 2016/2/16 transactions
* Optimized Node2Vec parameter
p=1.0,q9=2.0

\ 0.2 04 0.8 1.0 2.0 4.0 8.0
0.5 0.82743 0.81599 0.81239 0.79383 0.81846 0.81063 0.82433
1.0 0.81467 0.82406 0.81471 0.79457 0.86185 0.83049 0.82399
2.0 0.85169 0.81616 0.81509 0.85359 0.43675 0.70773 0.81027
4.0 0.83021 0.79571 0.78691 0.81029 0.80053 0.82483 0.80587
8.0 0.81059 0.28053 0.83294 0.82109 0.25279 0.24713 0.81529112




Unsupervised Analyzer

e K-means to 1000 clustering
* More than 160,000 bitcoin address

* 52 known mixer address similarity

2Bf 968«

2B 989+

310321«
341831«
355853«
111374«
179234«
227283«
235883«
241178«
278002+«
359957

52

52
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Supervised Analyzer

e 26313 of labeld bitcoin address

name

Vircurex.com

AllCrypt.com

DiceNow.com

HelixMixer-old21

HelixMixer-old8

Kraken.com

PrimeDime - Automated Investments ( Total wage...
SilkRoad2Market

SheepMarketplace

Just-Dice.com

address
1GhMQg4KGaSAsWZwrYjDD5KgmGxwkogDdA
18a0EXYv8JjQKDgdh6Kv2ucmfPTgyXM35m
17ZDaTSNzhAc51nn178et751dJ6iUKwWHrp
192cdtuk5GzhXPwiAkm3zKbBLGj9L6zxSX
TMFAGpHfK1rhkSRWODsPQLRzZWMoEUV7Kmo
1KRaR3G7hSagLVjm5tB6uswiINdkZumWtrg
TH8r7FykKGBLBICwWhMazEWUZKberuHN7G
1EBE2JUVWtfPKwu2nsgzuwuK2GZU7ANxJ1
1BmxMh8EY1AH29KvsddD71j9RDB1fxa4Su
1B1isThbR7T4CqvNJedLsp9txYGOLgSTGF

Retrieved from https://www.walletexplorer.com

class
Exchange
Exchange
Gambling
Mixer
Mixer
Exchange
HYIP
Market
Market

Gambling

owner
58523298
14847183
58273210
77600611
52557781
40915984
39065049
15231866
10577289

169513
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https://www.walletexplorer.com/

Supervised Analyzer

e Bitcoin features extraction

Feature Description

f tx FHEB R HRE

r_received 2R 5 o el

r_coinbase 123 o & Lo f)

f_spent X R 56y REAHE R Y
f received LR H LM T RS
r_payback x4 a T eytbs]

i ipits % % 5 69 F3 input #
n_outputs % % 5 69-F 3 output #
std_interval T H B e iRE £
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Evaluation

Entity-based Scheme

Address-based Scheme

Method Micro-F1 Macro-F1 Micro-F1 Macro-F1
Logistic Regression 0.76 0.62 0.47 0.45
Perceptron 0.63 0.53 0.37 0.34
SVM 0.59 0.46 0.43 041
AdaBoost-SAMME 0.38 0.30 0.38 0.37
Random Forest 0.90 0.72 0.82 0.80
XGBoost 0.90 0.76 0.84 0.83
LightGBM 0.91 0.76 0.87 0.87
Neural Network 0.89 0.76 0.81 0.79
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Evaluation

0.14

Faucet

[
(=]
c
©
£
v
x
w

Gambling

* LightGBM overall accuracy rate at 86%

HYIP

Market

Mixer

Pool

Market Mixer Pool

HYIP

Exchange Faucet Gambling

117

Lin, Y.J., Wu, P. W,, Hsu, C. H., Tu, I. P., & Liao, S. W. (2019, May). An Evaluation of Bitcoin Address Classification based on Transaction History Summarization.



Evaluation

Method Results Results

B E M D Exchange Faucet Gambling HYIP Market Mixer Pool Micro Avg. Macro Avg.
Vv 0.80 0.66 0.73 0.82 0.69 0.96 0.78 0.79 0.78
Vv 0.84 0.70 0.76 0.78 0.76 0.96 0.79 0.82 0.80
Vi 0.71 0.19 0.57 0.53 0.56 092 0353 0.66 0.57
Vv 0.70 0.14 0.53 0.54 0.46 091 053 0.64 0.54
vV vV 0.87 0.81 0.82 0.87 0.81 098 0.87 0.87 0.86
vV vV oV 0.88 0.81 0.83 0.88 0.82 0.98 0.87 0.87 0.87
vV vV VvV 0.88 0.81 0.83 0.88 0.83 0.98 0.87 0.87 0.87

DAdIVTLAUA TIVIULLICLLW SHZLLY HHHPLUVE WO POLLIULLIIALILT ULl LAVHALLET, Jalllullllg, 111 10, dllu 1VIalKCL.

Basict+ExtratMoments+Deciles slightly improve the performance on Market.
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