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Abstract

Corporate collaboration allows organizations to improve the efficiency and quality of their business activities. It may occur
as a workflow collaboration, a supply chain collaboration, or as collaborative commerce. Collaborative commerce uses
information technology to achieve a closer integration and better management of business relationships between internal
and external parties. There are many emerging issues in collaborative commerce and one of them is access control.

To implement collaborative commerce, interfaces between the system elements of the organizations that are involved in
the collaboration are needed. However, access control policies are often inconsistent from interface to interface, and
therefore conflict resolution should be considered to resolve multilevel access control policy problems. Many studies
propose different rules for the resolution of the conflict between access control policies, but little attention has been given to
the relationship between the groups or subject classes that represent the different types of corporate collaboration. In this
paper, the format of corporate collaboration is considered, and the conflicts between the access control policies of interfaces
are addressed. Some general guidelines, other than those that relate to minimum privilege on duty and maximum privilege
on sharing, are proposed.
© 2005 Elsevier B.V. All rights reserved.
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1. Introduction manufacturing, distribution, replenishment, and other
activities. The level of collaboration has moved be-

Corporate collaboration links organizations togeth- yond mere buying and selling to encompass planning,

er to improve the efficiency of sales, procurement, design, development, communication, the sourcing of

information, research, and the provision of services

among organizations, which are collectively known as
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a competitive edge to the entire supply chain by
decreasing product development costs, shortening
the time to market, and improving product quality.

In general, collaborative commerce evolves from
collaboration in the workflow to concurrent engineer-
ing, a supply chain, and beyond [11]. Three measures
can be used to describe the relationship between these
different forms of collaboration: the degree of collab-
oration, the degree of organizational integration, and
the degree of business operations (see Fig. 1). Com-
pared with workflow integration, in which business
activities are sequential in the collaboration of
employees in an organization, concurrent engineering
has a deeper collaborative involvement with employ-
ees. Note that concurrent engineering brings employ-
ees with different expertise together to better
integration of various functional operations. In con-
trast, supply chain collaboration focuses more on
inter-organizational integration than workflow and
concurrent engineering do. However, the sharing of
information is rarely involved at the functional level
in a supply chain, and therefore a trend of movement
away from workflow collaboration, concurrent engi-
neering, and supply chain collaboration toward a pro-
found level of functional integration is apparent, and
is the origin of collaborative commerce.

Potential future applications of collaborative com-
merce range from collaborative design, collaborative
engineering, collaborative decision-making, collabo-
rative forecasting, financial collaboration, the sharing
of human resources information, collaborative inven-
tory management, and the consolidation of transpor-
tation. In fact, some of these collaborative models are
already well known today.
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Fig. 1. Collaborative commerce as an evolutionary technology.

There are many emerging issues in collaborative
commerce. In this paper, we address the issue of
access control in corporation collaboration setting
and propose guidelines for setting up multilevel ac-
cess policies.

2. Access control in collaborative commerce

There are three major corporate collaboration for-
mats: workflow, supply chain, and collaborative com-
merce. Workflows implement collaborative operations
within an organization, and supply chains share infor-
mation to improve the overall performance of all of
the collaborating partners. Collaborative commerce
further integrates the intra-organizational activities
with external collaborative partnerships. These three
types of corporate collaboration represent different
types of cooperation, and therefore trigger the need
for different access control policies for the application
data that are used in these collaborations. When there
are different policies, any conflict between the policies
needs to be resolved. The following sections illustrate
the types of application data that are used in work-
flows, supply chains, and collaborative commerce,
and point out the conflicts that occur between the
interfaces. The issues of multilevel access control
policies are discussed, and guidelines for the resolu-
tion of access policy problems are proposed.

It is important that the application data for each of
the activities in a collaboration is well protected, so
that the partnership can be implemented smoothly.
Data protection provides protection from improper
access, protection from interference, integrity of data,
operational integrity of data, semantic integrity of data,
accountability and auditing, user authentication, man-
agement and protection of sensitive data, multi-level
protection, and confinement to avoid the undesired
transfer of information between system programs [6].
These goals are achieved by the application of security
controls that ensure that the information does not either
explicitly (via placing queries) or implicitly (via infer-
ence from related data) flow from higher protected
objects to less protected objects. Secrecy problems
are managed by security control, such as data security,
access control, control of access to a statistical data-
base, and data encryption [9]. Data security problems
focus on the protection of data from unauthorized
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access, and access control is a control system that
directs the flow of objects (data, programs) to subjects
(users, processes) through authorized access modes
(read, write, run). Two components are needed to do
this—a set of access policies and a set of control
procedures [6]. A control policy defines the authoriza-
tion rules on how subjects and objects can be grouped
to share access modes. In contrast, a control procedure
checks queries against the stated authorization rules to
determine the access modes. In this paper, we address
the issue of control policies in corporate collaboration.

3. Application data in workflows

A workflow specifies organizational processes into
pre-defined tasks, and assigns them to designated
roles according to certain principles, such as the sep-
aration of duties, least privilege, and data abstraction
[12]. These principles assure the successful imple-
mentation of the workflow. For example, the separa-
tion of duties ensures that different sensitive tasks are
assigned to different exclusive roles so that the pen-
etration of the data can be minimized. In contrast, the
least privilege policy, which is also known as the
“need-to-know” policy [6], provides only the mini-
mum information that is needed to complete a task.
Data abstraction considers not only the access modes,
such as read and write, but also the abstraction of data,
such as credit or debit. The workflow management
system (WFMS) manages the workflow on a day-to-
day basis in various application domains, such as
office automation, finance, healthcare, telecommuni-
cations, manufacturing, and production [3].

Many types of data are used in a workflow—
process definition data, which include names,
descriptions, routings, conditions, content, allocation
rules, and the decision rules of tasks; resource clas-
sification, which includes role hierarchy, organiza-
tional units, and the relationships between them;
analysis data, which include the data for analysis
and the analyzed results; operational management
data, which include information for administrators;
historical data, which include data for tracing back or
assessment; application data, which include data for
various applications, such as ERP; internal data,
which include the information that is used for
WFMS internal use, such as the network address;

and logistical management data, which include the
states of the tasks and triggers [1]. In general, the
WFMS relies on a database management system
(DBMS) to manage the data. The two main streams
of access control for workflow applications are role-
based access control (RBAC) and predicate-based
access control [15]. RBAC is suitable for workflow
applications because the tasks are assigned to roles
instead of users, which correspond to the natural
control mechanism of the workflow. In contrast,
predicate-based access control puts the related infor-
mation along with the major record, and uses a
predicate to specify the access rules. In this case,
one rule can substitute many records in the access
control tabulation, but both access control mechan-
isms can coexist within the conventional access con-
trol approaches of discretionary access control and
mandatory access control to enforce data security.

To successfully implement a workflow in an or-
ganization, there are four fundamental elements—the
DBMS, the WFMS, administration and monitoring,
and applications. The DBMS manages the conven-
tional database tasks, such as data maintenance, data
integrity, concurrency control, and recovery for the
current data and historical data, and the WFMS deals
with the workflow process definition, activities, and
control. The application tool provides services, such
as enterprise resource planning (ERP) and its
corresponding data, that are normally managed by
the DBMS. The administration and monitoring ele-
ment handles the administrative tasks other than
those that are dealt with by the DBMS and the
WEFMS, such as statistical analysis, resource manage-
ment, and operational management, and also imple-
ments some of the access control mechanisms,
especially those that are related to other organiza-
tions. Access control normally applies to the elements
themselves and the interfaces of the elements. As is
shown in Fig. 2, six interfaces are required in a
workflow collaboration.

3.1. Interface 1 (data management tool)

This interface links the administration and moni-
toring with the DBMS to provide for the usage of the
data. The access control models of either discretionary
access control (DAC) or mandatory access control
(MAC) can be used for this purpose, depending on
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Fig. 2. Essential system elements and interfaces in corporate collaboration.

the reliability of the system and the degree of rigor of
the security policy.

3.2. Interface 2 (process management tool)

This interface associates the administration and
monitoring with the WFMS to ensure that access
control in the workflow is sustained. Both lattice
models and role-based models are suitable for this
purpose [6], and privilege propagation and dynamic
authorization need to be observed in the workflow.

3.3. Interface 3 (authorization management tool)

This interface links the WFMS and the DBMS to
support the data for the workflow. The access control

in this interface should coexist with the tool in Inter-
face 2. Note that a multilevel access control policy
(which will be discussed later) is needed so that any
conflict between the data access control and the role-
based access control can be resolved.

3.4. Interface 4 (application invoked tool)

This interface links applications with the WFMS so
that the tasks in the workflow can obtain the applica-
tion data that are needed to support operations. For
example, in an ordering task, it might be necessary to
refer to some historical contracts before the order is
issued. A multilevel access control policy is also
needed to resolve any conflict between the application
access control and the role-based access control.
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3.5. Interface 5 (application data management)

This interface controls the data for the applications.
The access control in this interface is normally re-
solved when the applications are customized. For
example, in ERP, the functions and options are
designed differently for different roles, and users can
only use the designated interfaces to complete their
tasks. Similar to the role-based model, users will be
assigned to appropriate roles and therefore acquire the
corresponding privileges of those roles.

3.6. Interface 6 (application administration tool)

This interface deals with the interaction between
the administration and monitoring element and the
application element. Data are retrieved from the data-
base directly in some administrative jobs in which the
security is handled by Interface 1. However, this
interface will become very important when we discuss
collaborative commerce, as some application func-
tions will be exposed to the collaborative partners,
and therefore the conflict of access policies between
the inter-organization and the intra-organization must
be resolved. This will be discussed later.

4. Application data in the supply chain

Supply chains link organizations together to share
information, products, funds, and others elements to
satisfy customer requests efficiently. Supply chain
processes can be broken down into four cycles—the
customer order cycle, the replenishment cycle, the
manufacturing cycle, and the procurement cycle [7].
The customer order cycle links customers with retai-
lers to fulfill the orders of customers, and activities in
this cycle include order entry, order fulfillment, and
receiving orders. The replenishment cycle focuses on
replenishing the retailer’s inventory through coordi-
nation between the retailer and distributors, and activ-
ities in this cycle include retail order entry, retail order
fulfillment, and receiving retailer orders. The activities
that take place between distributors and manufacturers
are considered to be part of the manufacturing cycle.
In this cycle, the replenishment of the distributor’s
inventory is the focal point, and activities include
order arrival from the distributor, retailer, or customer;

the production scheduling of the manufacturer; man-
ufacturing and shipping; and receiving the goods by
the distributor, retailer, or customer. The final cycle is
the link between manufacturers and suppliers, which
is known as the procurement cycle. This cycle ensures
that the materials are available for manufacturing
through the consideration of orders that is based on
the manufacturer’s production schedule and the sup-
plier’s stocking needs, production schedule, and ship-
ping schedule.

There are many popular methods for the imple-
mentation of a supply chain. For example, in the
customer order cycle, the online catalogue is a useful
mechanism that allows customers to order products
online. This provides significant advantages by giving
up-to-date information to customers. Similarly, sales
force automation maintains the relationship between
sellers and buyers by providing product and price
information. In the replenishment cycle, vendor-man-
aged inventory relies on the distributor or manufac-
turer to manage inventories for the wholesalers or
retailers, and continuous replenishment programs
allow the suppliers to regularly replenish the invento-
ry of the retailers based on point of sale (POS) data. In
the manufacturing cycle, advanced planning and
scheduling develop the detailed production schedules
that determine what, where, when, and how to make
parts or products by considering the availability of
materials, the capacity of the plant, and other business
objectives. It is the objective of each organization to
optimize its manufacturing capacity, distribution, and
transportation resources based on the data that is
collected from an ERP or legacy systems. In the
procurement cycle, the content catalogue, which fo-
cuses on the activities between a manufacturer and its
suppliers, can simplify the procurement process, and
is able to keep track of parts, specifications, prices,
order processes, and suppliers for the manufacturer.

However, to maintain a supply chain relationship, a
high degree of trust is needed. In general, trust is
nurtured from deterrence-based trust, knowledge-
based trust, and identification-based trust [14]. Deter-
rence-based trust uses a variety of formal contracts to
ensure the cooperation between parties, and knowl-
edge-based trust is built on the knowledge of the other
trading partner (trustee), which allows a partner to
understand and predict the behavior of that trustee.
However, to build a strong relationship, identification-
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based trust that allows each party to consider the other
party’s objective, as its own co-identification is ben-
eficial. To reach such a high degree of trust, the
fostering of the relationship is important, and an
appropriate system design, such as access control,
can improve the interaction between the parties.

4.1. Interface 7 (partners coordination tool)

This interface shares the data between different
administrative and monitoring elements of the orga-

(a)
A
B C
< . //
(b)
A
D
(©)

nizations in a collaborative relationship. Access con-
trol for the supply chain should be at least the RBAC3
model, which is a consolidated role-based access
control model that includes role-hierarchy and con-
straints [12]. It should be noted that the supply chain
role hierarchy is contained within an organization,
whereas collaborative constraints exist both within
organizations (workflow) and between organizations
(supply chain) (Fig. 3). There are two conflicts that
need to be resolved in this interface—the schema
conflict and the privilege propagation conflict. The

Fig. 3. Collaborative frameworks with organizations and role-hierarchy in (a) a workflow, (b) a supply chain, and (c) collaborative commerce.
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schema conflict appears because different access con-
trol policies are adopted both within an organization
and between organizations. The access model within
an organization can apply DACs or MACs to the data
and a role-based model to the information flow, as for
a workflow. However, the access model between
organizations should consider the degree of business
coordination. The higher the degree of coordination,
the better the supply chain performance, which is
manifested in a lessened bullwhip effect, lower inven-
tory levels, less transportation overheads, a lower
manufacturing capacity requirement, and other con-
siderations. However, it also makes keeping the infor-
mation secret more difficult, and privilege propagation
conflicts are also an issue. In an organization, privilege
can be propagated as long as access control models are
observed. Similarly, privilege can also be propagated
to the supply chain, but there are some issues that need
to be resolved, for example, whether company A
should authorize company B to access its statistical
data, which includes information about company C,
assuming that company B has already been authorized
by company C to access company C’s data, and if so,
the extent to which this would be beneficial. Another
issue might be whether company A should permit
access to the information of company C through
company B if company A is authorized to do so by
company B, and company B is authorized by com-
pany C, but company A is not authorized by com-
pany C. These scenarios happen even when the
principles, such as the attenuation of privilege when
the privilege should be decreased during propagation,
hold. Moreover, the dynamic authorization mecha-

nism becomes more complicated when the privilege
can be propagated. For example, a company can
form a virtual enterprise with another company and
allow that company to access the related data. How-
ever, the relationship may change dynamically, and
therefore the privileges would need to be revised
accordingly.

5. Application data in collaborative commerce

Today, many businesses cement their relationship
with their partners through the use of digital tech-
nologies. The level of collaboration has thus shifted
to encompass planning, design, development, com-
munication, the sourcing of information, research,
and service between and within organizations. In
general, collaborative commerce integrates business
processes, such as demand planning, planning and
scheduling, order management, product development,
vendor management, sales support, and knowledge
sharing, between partners through the electronic
sharing of information (see Fig. 4). Moreover, col-
laborative commerce has a set of techniques that
allows companies to maintain better relationships
with their trading partners through the automation
of their cross-enterprise process logic, rules, heuris-
tics, and workflow.

A survey of over 300 business executives by
Deloitte Research in mid 2002 showed that collabo-
rative commerce leads to better business operations
and information exchange, and provides up to 70%
higher profitability for those companies that adopt this

Marketing Marketing
Customer Service, Sales Customer Service, Sales
Product Procurement Interface 8 Product Procurement
Development nterface Development
Distribution Distribution

Human Resources

Information Technology

Finance and Accounting

Human Resources

Information Technology

Finance and Accounting

Fig. 4. Collaborative tasks hierarchy in collaborative commerce.
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technology compared with those that do not integrate
with their trading partners. This is because an inte-
grated environment can enhance the value chain of
suppliers, business partners, customers, and employ-
ees through flexible business processes, better product
quality, rapid fulfillment, improved reliability, im-
proved capital efficiencies, and prompt information
exchange and knowledge sharing. The applications
are various, and include collaborative design, collab-
orative engineering, collaborative decision-making,
collaborative forecasting, financial collaboration, the
sharing of human resources information, collaborative
inventory management, and the consolidation of
transportation. Several applications can be considered
as a form of collaborative commerce. For example,
collaborative planning, forecasting, and replenishment
(CPFR) as defined by the Voluntary Inter-industry
Commerce Standards Association, use ERP and a
demand planning system for collaborative forecasting
and to plan facilities. An example is the collaborative
forecasting and replenishment (CFAR) that was joint-
ly initiated by Wal-Mart and P&G to ensure that there
was no gap between what Wal-Mart planned to sell
and what P&G planned to produce [7].

5.1. Interface 8 (collaboration tools)

This interface links the business processes of orga-
nizations. The interface can link any process, such as
those that are shown in Fig. 4, financial and account-
ing, human resources, product development, procure-
ment engineering, distribution and transportation,
marketing, customer service, or sales force. In this
case, there are more access control conflicts than
schema conflicts and privilege propagation conflicts
in the supply chain environment. For example, to
jointly develop products, product definition manage-
ment (PDM) data should be shared to some degree. To
manage a joint production process, manufacturing
execution system (MES) data should be communal.
Similarly, to successfully carry out joint procurement,
some of the process and data of the ERP should be
integrated. These tight relationships often create au-
thorization conflicts. Designer A may be allowed to
read sensitive data but designer B is not allowed to
read it as designer B belongs to an allied company,
even though designers A and B are undertaking a job
together.

6. Multilevel access control policies

In a collaborative relationship, it is clear that there
will be conflicts over the access control policies that
are used both within an organization and between
organizations. The interfaces that are discussed in
the previous section show that conflicts exist at Inter-
faces 3 and 4 in the workflow collaboration, at Inter-
faces 1, 3, 4, and 7 in the supply chain collaboration,
and at all interfaces in collaborative commerce. These
conflicts can be resolved by the appropriate design of
access control policy that proposes different conflict
resolution schemes when the access modes and privi-
leges vary.

The earliest multilevel schema model was pro-
posed by Wood in 1979, and adopted the concept of
a three-level schema architecture of ANSI/SPARC,
that is, an external level for users, a conceptual level
for the presentation of objects, and an internal level
for physical maintenance [9]. The model uses two
levels of design—conceptual level rules, which cate-
gorize data into entity sets, relationship types and
attributes; and external level rules, which categorize
data into tables, views, and fields. Mapping functions
are responsible for the transformation of external-level
rules into a set of operations for conceptual-level
objects. In this case, the user can maintain a consistent
security setting without worrying about the internal
operations. However, the mapping function only spe-
cifies how the predicates that refer to the external
objects can be mapped to the predicates of the con-
ceptual objects, and do not resolve the conflict be-
tween the levels. Shen and Dewan [13] discuss the
access model in a collaborative environment. The
focal point of their study is to define the conflict
resolution rules on fine-grained data to improve con-
currency when there are many users working on a
collaborative application. Their model supports both
positive and negative authorizations in a collaborative
environment. Positive authorization specifies the pri-
vileges of the subjects against the objects, and nega-
tive authorization specifically excludes the privileges
of the subjects.

Conflict resolution is mainly based on either an
explicit priority or a precedence relationship, in which
the first entity that appears in the access control list
(ACL) wins. The model was further expanded to
encompass access administration, or the ownership
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of object owners [8], and the same conflict resolution
policies are adopted when an ownership inheritance
conflict appears. However, the policies reveal some
problems. Based on the explicit priority policy, the
members of the groups will always override the au-
thorization of the group as a whole, as the members
are more specific, which negates the need to set up
group security. Based on the precedence-first policy, it
is possible that a new subject can be inserted into a
prior position in the ACLs if the sequence of the
ACLs is not strictly maintained. In this case, the
newly inserted subject can easily grasp the higher
priority, and the proper authorization scheme will be
overridden. This problem becomes more serious in a
decentralized administrative environment, such as
occur in collaborative commerce. Moreover, when
the negative authorization list is kept before the pos-
itive authorization list, the denials-take-precedence
scheme is adopted. Similarly, if the positive authori-
zation list is kept before the negative list, then the
permissions-take-precedence scheme is adopted. That
means that the precedence-first policy may give dif-
ferent results when different schemes are applied. To
solve these problems, Bertino et al. [4] propose the
concept of subject groups and ownership. In this
design, users are assigned to groups in which both
the users and their privileges are defined. A strong
authorization is assigned to groups in which the au-
thorization scheme must be rigorously obeyed. In
contrast, an exception may exclude a specific user
of a group from being granted privileges if a weak
authorization is assigned to the group. Technically,
this can be done by adding the group to the positive
ACL and the user to the negative ACL, and access is
therefore granted only when a user holds a positive
strong authorization or a positive weak authorization.
The conflict will be resolved in such a way that the
strong authorization overrides the weak authorization.
Moreover, the specification of ownership allows own-
ers to keep control of access to their objects by
specifying the strong authorization and by delegating
only the weak authorization. This can improve decen-
tralized administration, as only the owner can specify
strong authorization.

General access control policies can be found in
Jajodia et al. [10] who propose a unified framework
to enforce multiple access control policies in a system.
The model amalgamates various policies for different

users, groups, objects, and roles, and the focal point is
to provide flexibility in setting multiple policies on a
single system, rather than a corporate collaboration. A
study that emphasizes the decentralized of access
control is that of Atluri et al. [2] in which inter-
organizational workflow problems are solved using
the Chinese Wall Security Policy that is proposed by
Brewer and Nash [5]. This study addresses the depen-
dency relationships of objects and subjects, and the
Chinese Wall policy is used to ensure that sensitive
data objects in a decentralized workflow will not be
seen by execution agents who do not belong to the
company. However, the model still does not consider
the need for different levels of security within and
between organizations, as is the case for supply chains
and collaborative commerce.

7. Discussion

In the literature, a conflict resolution policy can be
identified as an explicit-priority policy, a precedence-
first policy [8, 13], a denials-take-precedence scheme,
a strong authorization policy [4], a mutually disjoint
policy [2], and a flexible authorization framework
[10]. However, most of these studies focus on the
protection of the object, and little attention has been
given to the relationship between groups or subject
classes. In fact, the group relationship represents the
type of collaboration, whether workflow, supply
chain, or collaborative commerce. Moreover, in cor-
porate collaborations, access controls appear in differ-
ent aspects—organizations versus individual users,
and applications versus data objects. The security at
the organization level is centered on the relationship
and the degree of trust between the organizations that
are involved in the collaboration, and the individual
user level focuses on the clearance of the user for both
the organization and the objects. The application level
places emphasis on system performance, and the data
object level deals with data security.

There are more issues that need to be considered in
access control in collaborative commerce. For exam-
ple, is it possible to have more than one ACL, say, one
that is used within an organization and another that is
shared between organizations? If it is possible, then
how could different security levels be applied to the
collaborative network and how would conflict be
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resolved when it appeared? Another issue is the deci-
sion about who has the authority to grant or revoke
access rights. Should there be a hierarchical decentra-
lized authorization or a centralized authorization, such
as cooperative authorization? How can one prevent
Trojan Horses, that is, a new record with a higher
privilege, from being inserted by a delegated user
without the agreement of the data owner? The defini-
tion of the ownership of objects also needs consider-
ation—should the object creator be the owner or the
organization? The sequence of authorization also
needs attention when the denials-take-precedence or
permissions-take-precedence policies are adopted and
a sequential effect exists. The way in which dynamic
authorization is handled presents a problem, as it is
expected that virtual cooperation can be formed to
help company strategies. How can privilege propaga-
tion be managed in a collaborative environment, given
that the higher the degree of privilege propagation, the
lower the degree of control in a decentralized admin-
istration environment? What is the optimum granular-
ity of the application objects to achieve a balance
between security and performance? Coarse granularity
can simplify the system operation and improve auto-
mation, but fine granularity can provide a high degree
of security. Should access control be set at the appli-
cation, task, document, drawing, analyzed data, or
value level?

The two general principles that govern the issue of
how much information should be accessible to each
subject in a collaboration are the minimum privilege
on duty and the maximum privilege on sharing. These
principles mean that only the minimum quantity of
information is provided to subjects to carry out their
activities, but that information should be on the max-
imum sharing ability. However, over-limitation may
decrease the effectiveness of innocuous subjects, and
too much openhandedness may endanger data protec-
tion. Therefore, other general guidelines are needed in
addition to these two general access policies, which
are proposed here as follows. The degree of collabo-
ration is determined by the rule that the tighter the
relationship, the greater the degree of sharing; the
degree of sophistication of the information system is
determined by the rule that the more sophisticated the
system that an organization has, the more complex the
security system that can be adopted; the need for the
committee of authorization administration is governed

by the rule that the faster the response, the greater the
need for a decentralized committee; the security level
of data objects is guided by the principle that the more
sensitive the data that the organizations own, the
tighter the level of security; the sequence of business
processes is determined by the principle that the
greater the dependency on the business process, the
higher the level of security that should be applied; the
granularity of the application objects should be
founded on the basis that the better the system per-
formance that is expected, the coarser the granularity
of the operation units should be; and the privilege
revoking and provoking procedure is based on the
principle that the higher the degree of organizational
trust and the higher the degree of automation, the
looser the privilege propagation.

8. Conclusions

In this paper, the conflicts that occur between
access policies in corporate collaboration are
addressed. Collaborations are categorized into work-
flow collaboration, supply chain collaboration, and
collaborative commerce. In collaborative organiza-
tions, several interfaces manage the information
flow of applications. However, the access control
policies of these applications may not be coordinated,
and therefore multilevel access policies are needed.

In the environment of corporate collaboration, sub-
jects should have different privileges with respect to
objects that belong to different departments or orga-
nizations. Therefore, it is clear that a multilevel access
policy such that different clearance and security levels
for both subjects (organizations and users) and objects
(applications and data) is needed. In such policy, the
same object may be presented to different security
level subjects differently. Either DAC or MAC can
be used to maintain data security, depending on the
degree of sophistication of the system that is adopted,
and role-base access control can be used to manage
the information flow in collaborative relationships.
Moreover, when collaborative relationships move
from workflow collaboration to supply chain collab-
oration, and on again to collaborative commerce,
more conflicts between the different access policies
will arise, and multilevel access policies then become
important.
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